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a b s t r a c t

Code representation is a fundamental problem in many software engineering tasks. Despite the effort
made by many researchers, it is still hard for existing methods to fully extract syntactic, structural
and sequential features of source code, which form the hierarchical semantics of the program and
are necessary to achieve a deeper code understanding. To alleviate this difficulty, we propose a
new supervised approach based on the novel use of Tree-LSTM to incorporate the sequential and
the global semantic features of programs explicitly into the representation model. Unlike previous
techniques, our proposed model can not only learn low-level syntactic information within each
statement but also the high-level semantic information between statements over the constructed
semantic graph. Besides, considering that the sequential semantics is also critical for developers
to understand the dependency path and data flow transmission, we propose a DFS-based method
to generate the topological order of statements being processed, and then feed them as well as
their in-neighboring information and syntactic embeddings into the proposed model to learn richer
statement-level semantic features. Extensive experiments on multiple program comprehension tasks,
e.g., code clone detection, demonstrate that our method achieves promising performance compared
with other existing baselines.

© 2022 Elsevier Inc. All rights reserved.
1. Introduction

The application of deep learning in software engineering has
chieved significant success, such as program classification (Mou
t al., 2016; Zhang et al., 2019a), clone detection (White et al.,
016; Wei and Li, 2017; Fang et al., 2020), code completion (Liu
t al., 2016b; Li et al., 2017) and code summarization (Hu et al.,
018a; Alon et al., 2018; Wan et al., 2018), which have been
idely used in various types of software development and main-
enance processes to assist human beings in reducing time and
abor costs. For these tasks, it may be beneficial or even neces-
ary to learn a rich semantic representation to understand the
ode snippet. Therefore, the deep code representation methods
ave attracted increasing attention due to the fact that they may
chieve significantly better performance than the traditional code
nalysis methods.
Most work on code representation focuses on capturing local

emantic information by processing the code directly or using a
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syntactic tree representation, treating it like sentences written in
human-readable language (Ben-Nun et al., 2018). For example,
several studies (Huo et al., 2016; Russell et al., 2018; Allamanis
et al., 2016; Iyer et al., 2016) first directly lexed source code into
a token sequence of variable length, and then encoded the entire
sequence using two types of neural networks known as Long
Short-Term Memory (LSTM Hochreiter and Schmidhuber, 1997)
Networks and Convolutional Neural Networks (CNNs LeCun et al.,
1998). There are also some studies (Wei and Li, 2017; Wan et al.,
2018; Dam et al., 2018) that transformed code into tree-based
abstract data (e.g., Abstract Syntax Trees (AST)) and applied re-
current neural network (RNN) variant Tree-LSTM (Tai et al., 2015)
to construct code representation. Recent work (Dam et al., 2016;
Hellendoorn and Devanbu, 2017) also demonstrates that LSTM
and Tree-LSTM can achieve fairly satisfactory results for source
code, similar to natural language. However, even so, these net-
works are still not competent enough to comprehend deep code
semantics robustly due to the fact that source code usually con-
tains richer and more explicit structural features (e.g., function
calls, loops, control jumps between basic blocks, and interchange-
able order of statements) than natural language text (Karmakar,
2019). Therefore, several advanced networks (Mou et al., 2016;
Zhao and Huang, 2018; Allamanis et al., 2017; Fang et al., 2020;
Zhang et al., 2019a; Feng et al., 2020; Guo et al., 2020) targeting
the programming language domain have been proposed recently
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o attempt to facilitate deep semantic understanding of the source
ode.
Inspired by the linguistic distributional hypothesis (Harris,

954; Pantel, 2005) that semantically similar words tend to
o-occur in the same contexts, a lot of researchers, like Ben-
un (Ben-Nun et al., 2018) believed that this hypothesis holds in
ource code and reinterpreted it as ‘‘Two statements that occur in
he same contexts tend to have similar semantics’’ for source code,
here context is defined as a bag of semantically related state-

ments which may be non-adjacent but are usually dependent on
each other in terms of control or data flow. For example, if a vari-
able is defined in the first line of a function but only used in the
last line, there exists a ‘‘context ’’ that is composed of the two lines
f source code. Directly learning from consecutive statements in
heir appearance order in source code does not adequately satisfy
his definition, as it only captures local sequential features of code
t the statement level, while deep semantic features existing in
‘context ’’ cannot be understood well enough.

To meet this need, one solution is to propose a context graph
hat incorporates structural information from both data- and
ontrol-flow of the code and then generate neighboring state-
ent pairs with a fixed size of context, which is used for train-

ng statement embeddings using the skip-gram model (Ben-Nun
t al., 2018). However, this method used unsupervised language
odeling objectives to learn vector representation of each state-
ent. Although the unsupervised training shows effectiveness
nd robustness on the final performance, it does not optimize the
esired task directly; thus the improvement is limited (Liu et al.,
016a). Another solution is to employ graph neural networks
GNNs) to encode the semantic or syntactic information available
ith the Program Dependence Graphs (PDG Ferrante et al., 1987

or short) or augmented AST (Allamanis et al., 2017). However,
s depicted in the previous work, each node in PDG represents a
asic code block (i.e., a straight-line piece of code Wotawa and
renn, 2007 that is at least a statement), which is too coarse-
rained compared with other code representations (e.g., AST or
oken sequence) (Fang et al., 2020; Wagner et al., 1994). There-
ore, the fine-grained semantic information located in a statement
annot be well learned from PDG combined with GNNs. In con-
rast, each node in augmented AST represents an element (e.g., a
oken) in the program, which is too fine-grained compared with
ther semantic-based representations (e.g., CFG and PDG). There-
ore, the higher-level semantics based on dependencies between
tatements cannot be well captured from the augmented ASTs
ombined with GNNs.
In addition, current graph-based methods focus on captur-

ng the structural information over the given graph (PDG or
ugmented AST), while neglecting the sequential semantics of
tatements. However, we believe the order of statements being
rocessed is also critical for code understanding (Shido et al.,
019) since it specifies how statements interact with previous
nes along the dependency path and data flow transmission (Huo
nd Li, 2017).
To tackle these challenges, in this paper, we propose a new

pproach to learn the program representation based on the novel
se of Tree-LSTM. The key steps of our approach include a new
cheme to embed the syntax and semantics of each statement
ontained in PDG nodes into a low dimensional vector space, and
DFS (Depth-First Search) based algorithm to map graph units

nto unit sequences to enable our model to capture additional
equential information. More specifically, given a code fragment,
e first perform program dependency parsing to construct the
DG as the global context and then replace the nodes in PDG
ith the corresponding sub-ASTs to represent the local context.
ext, we learn the syntactic embedding for each statement and
mploy a DFS-based approach to generate the sequences of state-
ents being processed. Then, the syntactic embeddings and the
2

neighboring information of statements as well as the statement
sequences are used as input to our proposed model to learn the
global statement-level semantic features. We make modifications
to the Tree-LSTM model (named Graph-LSTM in this paper) to
accommodate inputs from both the syntactic representation of
each statement as well as its in-neighborhood information. Fi-
nally, we apply a max-pooling to condense the information of
a variable length sequence of statement vectors into a single
program vector.

Through the above process, our model is able to capture all the
syntax, semantic, and long-range sequential dependencies from
the AST and PDG as well as the order of statements being pro-
cessed. Hence, the proposed method combines the advantages of
previously proposed graph-based and sequence-based methods,
and exhibits strong representative power for programs.

The main contributions of this paper include:

• Semantic graph. We introduce a novel representation
named semantic graph to integrate syntactic and semantic
information of source code.
• Graph-LSTM. We propose Graph-LSTM, a new code repre-

sentation model based on deep learning, which embeds both
low-level syntactic information and high-level semantic in-
formation over the constructed semantic graph of source
code into a comprehensive code representation. The design
of Graph-LSTM is based on a key insight that by matching
the shape and structure of program graph traversals, the
model can focus on learning the essence of program se-
mantics at different levels of granularity, which is expected
to alleviate the weaknesses (e.g., low efficiency and low
effectiveness problems) introduced by the message-passing
procedure in the standard GNN.
• New method. We design a novel method based on DFS- and

topological sort algorithms to incorporate sequential infor-
mation of source code into the code representation learn-
ing process, which can improve the feature representation
capability of the proposed model.
• Extensive experiments. Evaluation results on multiple pro-

gram comprehension tasks show that our strategies to ac-
count for capturing comprehensive semantic information
improve the performance of the two tasks, and achieve the
state-of-the-art performance on each.

Our paper is structured as follows. Section 2 presents a brief
background on code representation and fundamental concepts
about deep learning. Section 3 describes the overall framework
of our method. Section 4 presents the details of the proposed
network. Section 5 describes our experimental setting and the
evaluation results. Section 6 presents a discussion and threats to
validity. Finally, Section 7 introduces related work, and Section 8
concludes.

2. Background and motivations

2.1. Code representation

Various program analysis techniques have been proposed to
explore the properties or behaviors of programs. According to
prior research, the three most common representations, i.e., AST,
control flow graphs (CFG for short) and PDG, are often chosen for
the analysis of syntactic and semantic information of programs.
To understand these techniques intuitively, the straightforward
notions are outlined below.

(1) AST: represents the structure of program code. An AST
of a program is an ordered tree where internal nodes represent
operators or statements, and leaf nodes correspond to constants,
identifiers or operands.
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Fig. 1. C code example to compute the greatest common divisor (GCD) of two
positive integers a, b assuming a > b for simplicity.

(2) CFG (Tip, 1994): explicitly describes the possible decisions
of predicates and the possible sequences of execution of state-
ments (Yamaguchi et al., 2014). A CFG of a program is a graph G =
(N, E), where N is the set of nodes that represent statements or
control predicates of the program and E is a set of directed edges
that represent the transfer of the control between two nodes.
In particular, two distinguished nodes entry ∈ N and exit ∈ N
represent the beginning (i.e., entry) and end (i.e., exist) of the
control flow of the program, respectively.

(3) PDG (Tip, 1994): explicitly represents the dependencies
among different statements and control predicates. A PDG of a
program is a graph G = (N, E), where N is the set of nodes that
are the same as those of the CFG, and the edges in E denote the
data and control dependencies between nodes.

As described in previous studies (Fang et al., 2020), AST is one
of the commonly used syntax-based code representations which
can represent the syntax of the program, while CFG and PDG are
semantics-based representations which can store semantic infor-
mation of the program, e.g., program execution and dependency
information. To make it more clear, we give a simple code exam-
ple of C language as shown in Fig. 1 to illustrate the differences
of the above three types of representations. The corresponding
representations of code for the example in Fig. 1 are shown in
Fig. 2.

As can be seen from Fig. 2, AST gives us very useful information
about the structure of the source code, which can detect some
programming patterns for the same functionality from diverse
forms of codes. For example, the statements ‘‘int a, b;’’ and ‘‘int
a; int b;’’ are not quite same in the token sequences but have the
same AST structure to implement the same functionality. How-
ever, there are also substantial code fragments that implement
the same functionality, but their AST structures are noticeably
different. For example, ‘‘for’’ and ‘‘while’’, with different syntax
structures, are semantically similar because they are both loop
statements. It is obvious from the aforementioned analysis that
AST can well capture the local and structure information of the
source code but cannot capture the functionality semantics of
code fragments. To exploit the syntactic knowledge in AST, neural
network-based methods, e.g., Tree-LSTM (Tai et al., 2015; Wei
and Li, 2017), Tree-based CNN (Mou et al., 2016) and Recursive
Neural Network (RvNN) (White et al., 2016) have been proposed
recently, and used for modeling source code. These methods have
proven to be quite powerful in many software engineering tasks,
e.g., program classification, clone detection and code completion.
But, there are some disadvantages that are not solved as of now.
For example, keeping the original tree structure of the source
code unchanged, AST’s elements are much longer than those of
raw source code, which makes it difficult for the neural network-
based models to learn long-distance correlations in a much bigger
tree due to the Vanishing Gradient (VG) problem and a bounded
network memory given a fixed number of parameters. Moreover,
3

some important semantic features cannot be well captured by
these methods when modeling source code at the AST level as
described above.

Due to the limitations of syntax-based representation in cap-
turing code semantics, more and more researchers have drawn
increasing attention in modeling source code at the CFG or PDG
level. Since both CFG and PDG can be seen as a typical graph,
it is natural to consider graph embedding techniques for code
representation. For example, Fang et al. (2020) presented a fusion
approach for simultaneously learning the syntactic and semantic
features based on AST and CFG using word2vec and graph2vec
respectively. Currently, for most of the existing graph embedding
techniques (e.g., Graph2vec Narayanan et al., 2017, HOPE Ou
et al., 2016, SDNE Wang et al., 2016 and Node2vec Grover and
Leskovec, 2016), they aim to transform each node of the graph
into a vector with fixed length. However, each node in CFG and
PDG is a basic code block (i.e., a straight-line piece of code with at
least a statement), which may be so coarse (Wagner et al., 1994)
that some useful semantic information inside the code block
could be lost (Fang et al., 2020). For example, following standard
practice, the initialized feature of the statement ‘‘b = temp’’ is
generated by taking the mean across all its tokens’ embedding,
which is identical to another statement ‘‘temp = b’’ consisting of
the same tokens with the former (i.e., temp, =, b). That means
if we replace the node ‘‘b = temp’’ of the PDG (see the right of
Fig. 2) with ‘‘temp= b’’, we can obtain the same graph embedding
since the replacement has no effect on both the initialized node
features and the graph structure. This is not in agreement with
actual practice, because the replacement changes the semantic
meaning of the program.

Because of these limitations and shortcomings of the current
syntax-based and semantics-based representations, some recent
researches made attempts to mitigate the above mentioned chal-
lenges by carefully combining different types of representations.
For example, Allamanis et al. (2017) proposed to augment ASTs
by adding extra edges among tree nodes to represent a vari-
ety of code dependencies. Taking the code snippet in Fig. 1 as
an example, the augmented AST generated by their method is
shown in Fig. 3. As can be seen, the structure of the augmented
AST might reflect data flow and control flow between variables.
However, this approach also has its downsides, i.e., (1) it would
still fail to identify the similar semantic units that implement
the same functionality but have different forms (e.g., for and
while statements mentioned above); (2) it may contain some
redundant information and noisy data, and thus adversely hurt
the generalization of the representation model (Jayasundara et al.,
2019). In addition, considering that the constructed graph is much
more complicated than the AST of the same program, it may also
suffer from the VG problem and then cause ineffective model
training of GNNs (Bieber et al., 2020).

Inspired by limitations in existing program representation
techniques, our goal is to produce a new way of representing
code to capture more comprehensive code semantics from both
the syntactic information inside each statement and program
dependencies among statements.

2.2. Neural networks for code representation

Deep Learning is based on neural networks which connect
many small neurons into a complex network structure, enabling
them to extract richer features of training data. So they can fully
utilize the extracted features to accomplish specific tasks, which
have proven to generally perform better than purely traditional
machine learning algorithms (Kumar et al., 2016). The application
of deep learning in software engineering has also achieved signif-
icant success, e.g., using CNN variant tree-based CNN (Mou et al.,
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Fig. 2. Representations of code for the example in Fig. 1. Control flow is indicated by orange lines in the control flow graph. Control and data dependencies are
indicated by red and blue lines in the program dependence graph. (For interpretation of the references to color in this figure legend, the reader is referred to the
web version of this article.)
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Fig. 3. The augmented AST with data and control-flow edges. (For interpretation
of the references to color in this figure legend, the reader is referred to the web
version of this article.)

2016) to construct the program representation according to the
abstract syntax tree.

However, with the increasing number of layers, the RNN and
CNN may suffer from the VG problem, which can lead to in-
effective and inefficient model training (Bengio et al., 2009).
Therefore, variants such as LSTM (Hochreiter and Schmidhuber,
1997) and Gated Recurrent Unit (GRU) (Cho et al., 2014) networks
are often deployed in practice to learn long-term dependen-
cies (Zhang et al., 2019b). These networks have shown massive
success in many NLP tasks, but there has been limited work
in applying LSTM and GRU in representing source code. This is
because source code involves too much structural information
(e.g., CFG, and PDG) which is hardly captured by these networks
due to the fact that they are especially designed for sequential
data. To address this limitation, various graph-based neural net-
works (e.g., GGNN Li et al., 2015; Allamanis et al., 2017) have
been recently employed for the code representation task and
have achieved state-of-the-art results. However, these models
also have their drawbacks: (1) they focus only on capturing infor-
mation related to the graph structure of programs, and ignore the
sequential semantics between statements; (2) they cannot handle
the local syntactic information inside each node (e.g., a basic code
 t

4

block in PDG) well, as we detailed in Section 1. Thus, there is still
room for improvement.

In this work, to overcome the above-mentioned limitations,
we develop a novel neural network based on Tree-LSTM, called
Graph-LSTM that is designed for representing the syntactic infor-
mation within each statement and the global structural informa-
tion as well as the sequential naturalness among statements.

2.3. Downstream tasks of code representation model

Our work focus on two common prediction tasks in software
engineering: program classification and code clone detection,
following previous studies.

Program classification aims to classify newly added source
iles into different categories according to their functionalities
n the software development process (Mou et al., 2016), which
s an important research area as orderly management of code
esources makes code easier to reuse and then helps with speed-
ng up coding. More formally, given the representation r ∈ Rk

f code fragment Xi, and a set of categories of length M, the
rogram classification task is defined as finding the M-dimension
redicted result ŷ, such that:

ˆ = sigmoid(Wr + b) (1)

here W ∈ RM∗k is the weight matrix and b ∈ RM is the
ias item. In this paper, we explore the use of deep learning
echniques to address the program classification task. During
raining, we employ the widely used cross entropy as the loss
unction for optimization.

= −
1
N

N∑
i=1

M∑
j=1

[
p(yj|Xi)log(p̂(yj|Xi))

]
+ γ ∥θ∥2 (2)

here N is the total number of training instances, M is the
umber of program categories, p̂(yj|Xi) is the output of the neural
etwork model and p(yj|Xi) is the desired output whose value is
if yj is the ground truth, and otherwise is 0. The last term of the

ormula is the sum of squares of all parameters in the network,
hich can effectively alleviate the overfitting and slow updating
roblems.
Clone detection aims to look for exact or similar code pairs

r groups, called clones, in given code corpora by measuring the
imilarity between two code fragments, which can help to reduce
he cost of software maintenance and prevent faults (Sheneamer
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Fig. 4. An overview of the proposed deep learning framework for code representation. The left subplot describes the process of the semantic graph construction,
here the input code fragment is first represented as a PDG, which can be further combined with the corresponding AST to obtain an integrated program graph. Next,
he semantic graph can be constructed by removing cycles in the integrated program graph. The right subplot illustrates the detailed architecture of the proposed
ode representation framework, where the syntactic encoder first learns statement syntactic representation from the local syntax tree, and then the semantic encoder
earns the global statement-level semantic features by taking the syntactic embedding of statements as well as the statement sequences as inputs.
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nd Kalita, 2016; Wang et al., 2020a; Yu et al., 2019). Given a pair
f code clones, they may be semantically similar (in terms of their
arget functionality) but differ syntactically to various degrees.
herefore, following a common taxonomy (Sajnani et al., 2016;
hite et al., 2016; Zhang et al., 2019a; Fang et al., 2020; Wang

t al., 2020a), code clones can be classified into four categories
ased upon the syntactical dissimilarity.

• Type 1: Identical code fragments except for differences in
whitespace, blanks, comments, and layout.
• Type 2: In addition to clone differences in Type 1, syn-

tactically identical code fragments except for differences
in variable names, type names, literal values and function
names.
• Type 3: Syntactically similar code fragments except for sev-

eral statements added, modified, or removed with respect
to each other.
• Type 4: Syntactically dissimilar code fragments that imple-

ment the same functionality.

Suppose there are two code fragments and let v1 and v2 be the
corresponding vector representations. The semantic relevance be-
tween v1 and v2 is measured according to their distance, i.e., r =
v1−v2 (Tai et al., 2015; Zhang et al., 2019a). Then their similarity
score can be calculated by ŷ = sigmoid(Wr+b), whereW ∈ R2∗k is
the weight matrix and b ∈ R2 is the bias item. Similar to program
classification task, we use the cross-entropy as loss function for
optimization.

3. Our approach

In this paper, we propose a novel framework which first
constructs a semantic graph for the input of source code and then
encodes the semantic graph by introducing a novel Graph-LSTM.
Fig. 4 shows the overview of the proposed approach, contain-
ing the stages of (1) semantic graph construction, and (2) code
representation.

3.1. Semantic graph construction

We introduce a new code representation, which we refer to as
semantic graph, to integrate syntax and semantics of source code.
For clarity, the semantic graph is defined as follows:
 i

5

Definition 1. A semantic graph is defined as G = (S, E), which is a
directed, acyclic graph with a set of sub-trees, S = {s1, s2, . . . , sn}
and a set of edges, E = {ei,j}. Each sub-tree si ∈ S represents
the syntax tree rooted at each PDG node (i.e., a statement). Each
edge ei,j is an ordered pair, connecting si to sj, which represents
he control or data dependencies between two sub-trees.

In this phase, we parse the source code to generate a semantic
raph in the following steps:
Step 1. Extracting dependencies among statements. To cap-

ure the data and control dependencies among statements, we
arse each method in source code to create its PDG. To this end,
here are some standard algorithms (e.g., Ferrante et al. (1987)).
s a running example, the second column of Fig. 5 shows the
DG corresponding to the code snippet in the first column, where
ach number represents the node id whose value is generated
ccording to the order of statements appearing in code. Since the
DG represents source code at the statement level, it is a higher
evel of abstraction than token-based representations or ASTs, and
hus only serves as a skeleton in representing source code.

Step 2. Substituting PDG nodes with sub-ASTs. To capture
he syntactic features within statements contained in the PDG
odes, we firstly parse the source code into AST. Then we estab-
ish correspondence between AST nodes and PDG nodes based
n their locations in source code. Finally, we replace the PDG
odes with sub-trees accordingly to generate an integrated pro-
ram graph which can not only represent the syntax information
ithin statements but also the data- and control-dependence

nformation among statements. Taking the code snippet in Fig. 1
s an example, the generated integrated program graph is shown
n the third column of Fig. 5, where the syntactic sub-trees are
utlined in green dashed line while the semantic relationships
re annotated in blue line and red line.
Step 3. Breaking cycles in the constructed graph. This step

ims to break cycles from a directed integrated program graph,
hile preserving the underlying dependencies between state-
ents as much as possible. In this paper, we utilize the most com-
only used DFS-based approach to simplify a directed integrated
rogram graph modeling syntactic information and dependency
elationships into a directed acyclic semantic graph, which only
ncludes acyclic relationships and has a hierarchical structure.
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Fig. 5. A running example to illustrate the process of semantic graph construction, which consists of three steps: (1) Extracting dependencies among statements; (2)
Substituting PDG nodes with sub-ASTs; (3) Breaking cycles in the constructed graph. (For interpretation of the references to color in this figure legend, the reader
is referred to the web version of this article.)
Afterwards, we can perform a topological sort of statements
(i.e., sub-trees) in the constructed graph and then recursively ap-
ply our proposed code representation model along the sequences
of sub-trees to capture the deep sequential and structural seman-
tics in the following steps. Note that the breaking cycle process
is inevitable since our approach requires the topological order of
statement processing as input, and topological-sort can only be
performed on graphs with no cycles.

3.2. Code representation model

Both syntax-based and semantics-based code representation
approaches have their own limitations as we discussed in Sec-
tion 2.1. Therefore, different from others directly learning the
code representation at the token level (e.g., token-based or AST-
based methods) or statement level (e.g., CFG-based or PDG-based
methods), we propose a novel code representation framework
which first learns the low-level syntactic information from the
local context, and then learns the high-level semantic information
from the global context.

To obtain more accurate statement representations, we con-
duct the following steps.

Step 1. Learning statement representation from the local
syntax sub-tree. To better capture the semantics in the local
context, we employ Tree-LSTM as the Syntactic Encoder, which
takes the AST of each statement as input and outputs a continu-
ous, real-valued vector for each statement, to generate a highly
non-linear semantic feature for each minimal unit of semantic
information (i.e., statement). Since syntactic encoder (SynEncoder
for short) learns from local contexts, it cannot capture the global
characteristics associated with program execution or dependency
information between statements, and thus only serve as the pre-
vious step in producing feature vectors that represent the deep
semantics of source code.

Step 2. Enriching statement representation with structural
and sequential semantics. Encoding global semantic features for
statements written in high-level programming languages (e.g.,
C/C++) can be nontrivial, precisely because of a lack of modeling
6

the sequential and structural information simultaneously. To en-
rich the local semantic features of statements, which have been
represented by continuous vectors in the first step of this phase,
we propose a graph-based LSTM (Graph-LSTM) approach to learn
the global features of a statement from its in-neighbor units over
a given graph structure in topological order. Fig. 6 shows the
general overview of our framework to model the global context.

Our method for capturing the structural semantics is moti-
vated by the following observation.

Observation 1: When humans comprehend a program, they
particularly focus on the program structure besides the syntax
information. This is because the program structure specifies how
different statements interact with each other to accomplish cer-
tain functionality, and thus conveys insights into the semantics
of source code (Huo et al., 2016).

Therefore, for a statement s, it is important to capture the
structural information from its direct neighbors. To this end, we
make modifications to the Tree-LSTM model to accommodate
inputs from both the syntactic representation of each statement
and its in-neighborhood information. In this paper, we refer to
the modified Tree-LSTM as the graph-based LSTM (Graph-LSTM)
since it is designed for graph data. Different time steps in Graph-
LSTM generate the global representation of different statements.
For example, the second time step is to enrich the 5th state-
ment features (i.e., s52 where the subscript and superscript in-
dicate the time step and the id of sub-trees in the semantic
graph, respectively) according to its in-neighbors (i.e., s11, s

2
1 and

s31) and its syntax representation (i.e., s51). Obviously, the afore-
mentioned learning process for statement si considers both the
global context semantic information (i.e., dependencies between
statements) and its local context syntax information.

In addition to the structural semantics described above, we
also consider the sequential semantics in our proposed method.
This is inspired by the following observation.

Observation 2: When humans comprehend a program, they
generally do it in an incremental and sequential manner (Hen-
drix et al., 2002; Sneed and Dombovari, 1999). That means the
order of statements being processed in source code is critical to
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Fig. 6. The overall architecture of our proposed Graph-LSTM. The input code fragment is first represented as a semantic graph as we described in Section 4. Then each
sub-tree in the semantic graph is encoded into a fixed-length vector via the Syntax Encoder. Next, the syntactic embedding of each statement and its in-neighborhood
information as well as the statement sequences are used as input for the proposed Graph-LSTM model (i.e., Semantic Encoder) to learn the global statement-level
semantic features. Finally, a max-pooling operation is used to condense the information of a variable length sequence of global statement vectors into a single
program vector. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)
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deep semantic understanding of the source code since it spec-
ifies how statements interact with previous ones along the de-
pendency path and data flow transmission, and hence provides
additional semantics to program functionality aside from syntax
and structural information (Huo and Li, 2017).

Therefore, it is important to determine an appropriate order-
ng of the sub-trees. To this end, in this paper, we propose to
everage the DFS-based method to generate a reasonable topolog-
cal ordering of the subtrees and then recursively apply Graph-
STM along the sequences of sub-trees to capture both the se-
uential and structural semantic features.
Overall, in the first step (i.e., step 1), we treat each sub-tree

s an independent unit, we can use Tree-LSTM to compute the
‘local’’ feature of each statement w.r.t. the sub-tree itself. Then,
n the second step (i.e., step 2), these local features can be used
o construct the final ‘‘global’’ features of statements by further
onsidering their semantic relations and sequential information.
The main advantages of our proposed method are: (1) com-

ared to traditional ones (e.g., CNN and LSTM), it naturally deals
ith extracting features from non-consecutive but semantically
elated statements by leveraging program dependency informa-
ion; (2) compared to those only considering graph-structure, it
an better capture both sequential and structural information
hrough the proposed Graph-LSTM; (3) compared to previous
ethods based on ASTs or PDGs, it first learns the low-level
yntax information over sub-trees within each statement, and
hen learns the high-level semantic information based on the
ependencies between statements. All these advantages enable
ur approach to learn more accurate code representations.
7

The specific network architecture and learning procedure are
described in Section 4.

4. Detailed model architecture

In this section, we will provide details for the key steps of our
proposed code representation method.

4.1. Breaking cycles when constructing semantic graphs

Currently, owing to its simplicity and efficiency, the Depth-
First search (DFS) method has been widely used to remove cycles
in the directed graph. Specifically, supposing that the DFS method
starts at sub-Tree s, we traverse the integrated program graph
detailed in Section 3.1) in a depth-first manner from s and then
emove the back edges (dependencies) between sub-trees. Note
hat removing cycles from the integrated program graph is equiv-
lent to that from the PDG since the cycle (or loop) structure only
ccurs in the PDGs and not in sub-trees of statements. Therefore,
n what follows, we denote the sub-tree of each statement by
sing the corresponding PDG node’s id for simplicity in represen-
ation. The detailed procedure is shown in Algorithm 1, where G
stands for the integrated program graph of the source code and
E represents the removed edges that are obtained during the DFS
traversal. First, for each sub-tree s, we assign a property symbol
‘‘color’’, whose value is initialized to ‘‘white’’, to indicate its state
during the search (Line 1–2). Second, we initialize an empty set
E to store the removed edges (Line 3) and reset the global time
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t
t
n
S

ounter time in order to record the discovery timestamp d and the
finished timestamp f for each sub-tree in the next steps (Line 4).
Thirdly, we loop over the sub-trees in S and check if the color
of the sub-tree is ‘‘white’’ (Line 5–6). If so, we visit it using DFS-
VISIT (Algorithm 2). Whenever DFS-VISIT(G, s, E) is called in line 7,
sub-tree s becomes the root of a new tree in the depth-first forest.
When DFS-VISIT returns, the removed edges have been added into
E, and the current sub-tree s has been assigned a discovery time
s.d and a finishing time s.f .

Algorithm 1: Breaking cycles in the integrated program
graph using the deep first search

Input: Semantic graph G
Output: Edges E need to be removed

1 for each sub-tree s ∈ G.S do
2 s.color = WHITE ;
3 E← ∅ {Initialize a set to store the removed edges } ;
4 time = 0 ;
5 for each sub-tree s ∈ G.S do
6 if s.color = WHITE then
7 DFS-VISIT(G, s, E)

8 return E

Algorithm 2 shows pseudocode for the process of DFS-VISIT(G,
, E). At every call to DFS-VISIT, the ‘‘color’’ attribute of sub-tree
s is changed from ‘‘white’’ to ‘‘gray’’ (Line 1). Next, the global
variable time is increased by 1, whose value is treated as the
discovery time s.d of s (Line 2–3). Finally, we examine each sub-
ree v adjacent to s and then recursively visit v if it is marked as
‘white’’ (Line 4–6), otherwise we add the edge (s, v) to the set of
dges E if v is marked as ‘‘GRAY’’ (Line 7–8). It can be seen that all
dges (s, v) connected with s is explored by the depth-first search
ince each neighboring sub-tree v ∈ G : Adj[s] is considered in the
oop of line 4. Finally, after every edge starting from s has been
xplored, we change the ‘‘color’’ of s from ‘‘gray’’ to ‘‘black’’ and
hen record the finishing time (i.e., time +1) in s.f (Line 11–13).

Algorithm 2: DFS-VISIT
Input: Semantic graph G, sub-tree s, edges to be removed

E
Output: Edges E need to be removed

1 s.color = GRAY ;
2 time = time+ 1;
3 s.d = time;
4 for each sub-tree v ∈ G : Adj[s] do
5 if v.color = WHITE then
6 DFS-VISIT(G, s, E)
7 else if v.color = GRAY then
8 E ∪ edge(s, v);
9 else

10 continue;

11 s.color = BLACK ;
12 time = time+ 1;
13 s.f = time;

Taking the integrated program graph in the second columns
f Fig. 5 as an example, assuming that a DFS starts from a sub-
ree s1, the method will remove cycle edges (s6, s5), (s7, s5), (s4,
7) and (s4, s5). The detailed traverse and removing processes are
epicted in Fig. 7.

.2. Topological sort

After applying the DFS-based method to remove cycle edges
n the integrated program graph, we can obtain a semantic graph
8

ith no cycles. Next, we perform a topological sort to order
ll sub-trees such that si appears before sj when the depen-
ency (si, sj) holds. The advantage of this is that it provides
ntuitive insights into which statements should be processed first
hen the sj is processed. More importantly, indicating prece-
ence among statements can provide an opportunity for the code
epresentation model to encode the sequential and structural
nformation simultaneously, which will be depicted in Section 4.4.
he topological-based ordering process can be accomplished by
orting the vertices (or sub-trees) chronologically by their fin-
shed timestamps. In particular, since the semantic graph is a
irected acyclic graph, it must have a topological-sort in which
ll sub-trees are ordered along a horizontal line and their de-
endency relations go from left to right. Fig. 8 presents the
opologically sorted semantic graph of code snippet in the first
olumn of Fig. 5, where all dependency relations are from the
eft to the right. The ordering result is quite sensible because it is
onsistent with the human understanding of programs.

.3. Syntactic encoder

Each statement of source code in the proposed semantic graph
s represented in a tree structure, which provides opportunities to
apture syntax information of programs. In this paper, we adopt
he child-sum Tree-LSTM as the syntactic Encoder (i.e., SynEn-
oder) for modeling the tree structures of statements since it can
e built on arbitrary tree structures. Formally, given a sub-tree,
he encoder learns distributed representations of the AST nodes.
t each node j in the sub-tree, let xj denote the corresponding
oken and let the hidden state and memory cell of its lth child be
jl and cjl respectively. The hidden state of xj is generated based
n the states of its children in the sub-tree, which is calculated
n the Tree-LSTM cell as follows:
ˆj =

∑
l∈C(j)

hjl

jl = σ (W f
· xj + U f

· hjl + bf )

j = σ (W i
· xj + U i

· ĥj + bi)

j = tanh(W u
· xj + Uu

· ĥj + bu)

j =
∑
l∈C(j)

fjl ⊙ cjl + ij ⊙ uj

j = σ (W o
· xj + Uo

· ĥj + bo)

j = oj ⊙ tanh(cj)

(3)

here ij, fj(∗), oj represent the input, forget and output gates at
he jth step respectively, while cj and hj represent the memory
ell and output vector respectively. uj denotes a state for updating
he memory cell and xj represents the embedded vector of node
. σ denotes the sigmoid function and ⊙ denotes element-wise
ultiplication. W. ∈ Re×d are weight matrices and b. ∈ Rd

re bias terms. Through the iterative procedure of computing
idden states of all nodes, the syntax information within the
ub-tree structure can be obtained. Note that, in this paper, bold
nd normal text are used to distinguish between a vector and a
ymbol, respectively, e.g., xj represents an embedded vector and
j represents a token symbol.

.4. Semantic encoder

As the statements contained in PDG nodes are represented in
he form of AST sub-trees, the SynEncoder can capture the syntac-
ic information of code via the Tree-LSTM network. However, it is
ot sufficient to extract the semantics of global context since the
ynEncoder does not consider the relations (i.e., data and control
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Fig. 7. The process of removing cycle edges in the integrated program graph by applying the DFS-based method. For simplicity in presentation, we denote the
ub-tree of each statement by using the corresponding PDG node’s id. The background color of each node (i.e., sub-tree) represents its state during the search.
imestamps surrounding vertices are marked as green, which indicates discovery and finishing times. As vertices are explored by the algorithm, the removing edges
re plotted as red ‘‘X’’. As can be seen on the last subplot, the removed cycle edges are (s6 , s5), (s7 , s5), (s4 , s7) and (s4 , s5). (For interpretation of the references to
olor in this figure legend, the reader is referred to the web version of this article.)
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Fig. 8. The topologically sorted semantic graph, in which all vertices (sub-trees)
are sorted along a horizontal line in the descending order of their finishing
timestamps, and all edges are coming from the left vertices and pointing to the
right.

dependencies) among statements. Therefore, we can define the
goal of this phase as follows: Given a semantic graph G = (S, E),
9

where each statement in the form of sub-tree si has been encoded
into a fixed-length vectorial representation via the SynEncoder,
the semantic encoder module enriches statement representation
with neighbor information derived from the graph structures.

Specifically, given a sub-tree si ∈ S with a hidden represen-
ation hi learned by SynEncoder and its in-neighbors N−G (i) as
ell as their hidden representations hN−G (i) = {hk|k ∈ N−G (i)}, the
raph-LSTM updates the node’s hidden representation using the
ollowing equation.

e
i = f (xi, hi, hN−G (i)) (4)

here xi is the type of the root node of si (e.g., x6 in the semantic
graph shown in the first column of Fig. 6 is ‘‘ExpressionStatement ’’)
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nd f (·) is the composite function made up of a series of cascade-
perations, most of which have the same formulation with the
ree-LSTM model as we detailed in Eq. (3). The main difference
etween the Graph-LSTM and Tree-LSTM is that, in the Tree-
STM, the internal gates (i.e., the input, output and intermediate
ell states) are calculated based on the hidden states of the
hildren of the node in the given tree, while in the Graph-LSTM,
hese gates are calculated using the hidden states of in-neighbors
−

G (i) and the hidden state of the current sub-tree. In this paper,
he formula of ĥ in Graph-LSTM is defined as follows:

ĥi = hi +
∑

k∈N−G (i)

hik (5)

Next, using this modified hidden state ĥi, the internal gates,
intermediate cell state and the updated hidden state he

i are cal-
culated using the same formula described in Eq. (3). In addition,
we can use the same network parameters as in the SynEncoder
and thus reduce the total parameters of the entire model.

4.5. Program encoder

The obtained hidden vector he
i that is output in the previous

phase can be regarded as the semantic feature of each statement.
Then, an aggregation operation is required to condense the infor-
mation of a variable-length sequence of statement vectors into a
single vector. To this end, we utilize the max pooling operation
on top of the hidden states to obtain the final program vector
representation.

As we detailed in Section 2.3, the program vector can be used
for the downstream target-specific tasks. For example, according
to the program vector, we can use the logistic regression with
sigmoid function, i.e., y = sigmoid(W1r + b1) as shown in the
formula (1) to predict the probability of the program X belonging
to the mth class.

5. Evaluation setting

5.1. Research questions

In order to show the performance of our method1 clearly, in
our experiments, we are interested in the following questions.

RQ1: How does our approach perform in program classifica-
tion compared with the state-of-the-art approaches?

RQ2: How does our approach perform in code clone detection
compared with the state-of-the-art approaches?

RQ3: What is the effectiveness of the proposed semantic graph
and Graph-LSTM in our method?

RQ4: How efficient is our approach during the training and
testing phases?

5.2. Dataset preparation

We evaluate the proposed method on OJ and BigCloneBench
datasets, and demonstrate its efficacy at program classification
and code clone detection tasks. The OJ benchmark (named OJ-
Data-1) is collected from a pedagogic program online judge (OJ)
system and made public by Mou et al. (2016), which mainly in-
cludes C/C++ programs for 104 programming tasks, and each task
has 500 programs submitted by different students. Considering
the relatively small size of the OJ benchmark, we collect more
labeled data samples of other programming tasks from the OJ
system.2 Our collected dataset (named OJ-Data-2) has the same

1 https://github.com/YuanJiangGit/Code-Representation-Graph-LSTM.git.
2 https://sse.hit.edu.cn/train/login.aspx.
 m

10
number of programming tasks as the OJ Benchmark, in which
each programming task consists of 500 programs. Thus, we can
merge the two datasets (i.e., OJ-Data-1 and OJ-Data-2) to create
a large-scale one for our experimental evaluation. The merged
dataset (named OJ-All) studied in this paper is accessible through
the following link.3

For the program classification task, following previous work
(Zhang et al., 2019a; Mou et al., 2016), we perform an extensive
evaluation of our proposed method on OJ datasets. The target
label of a program in OJ dataset is the id of the programming
problem to which the program belongs. Experimental results on
three datasets (i.e., OJ-Data-1, OJ-Data-2 and the merged dataset
OJ-All) are provided. For each dataset, we randomly shuffle it, use
the first 60% of the programs to train our model, and split the rest
equally for validation (20%) and testing (20%).

For the code clone detection task, both OJ benchmark and Big-
CloneBench dataset are employed for an overall assessment of the
proposed method. As the previous work in Zhang et al. (2019a),
for the OJ benchmark, we choose the first 15 class labels. Each of
them corresponds to a programming problem and consists of 500
instances (i.e., source programs). Since two programs that solve
the same problem (i.e., implement the same functionality) form
a clone pair, a huge number of pairs (i.e., more than 28 million
clone pairs) are generated by randomly pairing two programs
drawn from the same target class, which will result in a large
consumption of resources and times for comparison. Thus, a com-
mon practice is to sample fewer program pairs (e.g., 50 thousand
samples in Zhang et al. (2019a) and in this paper) instead. Note
that the dataset of clone pairs sampled from the OJ benchmark is
also called the OJClone dataset in the literature (Fang et al., 2020).
Similarly, we randomly divide the OJClone datasets in a ratio
of approximately 60%/20%/20% (training/validating/evaluating) to
perform extensive experiments.

The BigCloneBench dataset is published by Svajlenko et al.
(2014) and widely used for evaluating code clone detection tools,
which is mined from the big data inter-project repository IJa-
Dataset 2.0 (Ambient Software Evoluton Group, 2013) and con-
sists of 6 million true positive clones of different clone types:
Type-1, Type-2, Type-3 and Type-4, as well as 260 thousand
false clone pairs. The similarity of clone pairs is defined as the
minimum ratio of the lines one code fragment shares with an-
other after normalization (Svajlenko et al., 2014). Concretely, the
similarity of two fragments of Type-1 and Type-2 is 1 since their
lexical sequences are the same after the appropriate code normal-
ization step. Type-3 can be further divided into strongly Type-3
and moderately Type-3 according to the degree of syntactical
similarity: strongly Type-3 with [0.7, 1) similarity and moderately
Type-3 with [0.5, 0.7) similarity. Following the same similarity
measure, the clone pairs in Type-4 are annotated on a range of
similarity scores from 0 to 0.5, and these pairs account for more
than 98% of total clone types. In our experiment, we use the
same training, validating and evaluating sets as the state-of-the-
art method (Guo et al., 2020; Wang et al., 2020a) to train and
evaluate the models. The benefit is twofold: (1) we use exactly the
same training/validating/evaluating from Guo et al. (2020) for fair
comparison; (2) the dataset contains 1,731,860 code pairs in total,
which is sufficient for estimating the performance of large-scale
neural network models.

3 https://github.com/YuanJiangGit/Code-Representation-Graph-LSTM/blob/
aster/resources/dataset/OJ-All/programs.pkl.

https://github.com/YuanJiangGit/Code-Representation-Graph-LSTM.git
https://sse.hit.edu.cn/train/login.aspx
https://github.com/YuanJiangGit/Code-Representation-Graph-LSTM/blob/master/resources/dataset/OJ-All/programs.pkl
https://github.com/YuanJiangGit/Code-Representation-Graph-LSTM/blob/master/resources/dataset/OJ-All/programs.pkl
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.3. Experiment settings

In this work, we adopt Progex4 and Joern5 to generate the
PDGs for Java and C programs respectively, and employ tree-
sitter-java6 and tree-sitter-c7 to parse Java and C programs into
ASTs respectively. For both tasks, the token embedding matrix
M in the syntactic encoder was initialized by word2vec (Mikolov
et al., 2013), a word embedding technique, trained on respective
training sets to capture the semantic relations between tokens.
For convenience of implementation, we use gensim package (ver-
sion 3.0.1) for word2vec embedding with all default settings.
The embedding size of each token vector is set to 128. The
syntactic encoder and semantic encoder adopt the exactly same
architectures and parameters to reduce the complexity of the
model. That is, any changes to one encoder will affect the other
one. The hidden layer dimension of the two encoders is set to 256.
The task-specific classifier is a feed-forward and fully-connected
network with a single, 100-dimensional hidden layer and the
ReLU activation function. In addition, to train the model, we use
the Adam optimizer (Kingma and Ba, 2014) with a learning rate of
0.001 and a batch size of 64. Our approach is implemented with
the Pytorch library in Python with an Intel(R) Core i7@3.2 GHz,
64 GB DDR4-RAM and 1 GeForce RTX 2080Ti GPU.

5.4. Evaluation metrics

Code clone detection and program classification tasks can
be converted into binary and multi-class classification problems
respectively, as illustrated in Section 2.3. Therefore, we use accu-
racy, precision, recall and F-measure to evaluate the effectiveness
of our proposed method. These metrics are defined as follows:
Accuracy = TP+TN

TP+FP+TN+FN , Precision = TP
TP+FP , Recall = TP

TP+FN ,
− measure = 2 ∗ precision∗recall

precision+recall , where TP is true positives, FP
s false positives, FN is false negatives and TN is true negatives.

Note that, to maintain consistency in evaluation metrics with
revious approaches (Zhang et al., 2019a; Fang et al., 2020), we
eport the test accuracy metric on program classification task,
hile, on code clone detection task, we report the precision, recall
nd F-measure value.

.5. RQ1: How does our approach perform in program classification
ompared with the state-of-the-art approaches?

In this section, experiments are conducted to demonstrate the
ffectiveness of the proposed approach on the program classifi-
ation task. To achieve this, we compare our approach with the
ollowing existing baseline methods:

• TextCNN and LSTM are the standard models for text clas-
sification in NLP. Since one simple way to model source
code is to just view it as plain text (Hu et al., 2018a; Dam
et al., 2016; Hellendoorn and Devanbu, 2017), we can use
the same language models (e.g., TextCNN and LSTM) as used
in NLP to extract code semantics directly from the ‘‘token
sequences’’ of a program.
• TBCNN (Mou et al., 2016) and ASTNN (Zhang et al., 2019a)

are popular tree-based methods. The former uses the cus-
tom convolutional neural network to learn program repre-
sentations on the entire ASTs, while the latter first splits
each large AST into a sequence of small tree structures, and
then encodes these structures to vectors via the augmented

4 https://github.com/ghaffarian/progex.git.
5 https://github.com/octopus-platform/joern.git.
6 https://github.com/tree-sitter/tree-sitter-java.
7 https://github.com/tree-sitter/tree-sitter-c.
11
Table 1
Test accuracy between our method and other methods on the program
classification task.
Groups Model OJ-Data-1 OJ-Data-2 OJ-All

Lexical-based TextCNN 0.882 0.891 0.835
LSTM 0.905 0.864 0.869

TBCNN 0.949 0.838 0.886
Tree-based ASTNN 0.980 0.928 0.953

Graph-based PDG+GGNN 0.908 0.876 0.885
Augmented AST+GGNN 0.925 0.908 0.919

CodeBert 0.927 0.879 0.90
Transformer-based GraphCodeBert 0.982 0.914 0.947

Our method 0.987 0.951 0.966

recurrent neural network recursively. The two methods can
capture both the lexical and syntactical semantic of state-
ments.
• (PDG or augmented AST Allamanis et al., 2017)+GGNN are

two graph-based methods, where the former uses PDGs
to represent the semantic structure of source code while
the latter introduces a new graph representation (i.e., aug-
mented AST) to represent both the syntactic and semantic
information of source code. Both methods employ a graph-
based neural network (i.e., Gated Graph Neural Network
(GGNN) Li et al., 2015) to learn code semantics over program
structures.
• Transformer based methods are a set of transfer learn-

ing methods based on the transformer architecture, which
firstly pre-trained on a large-scale general-purpose dataset
by using a self-supervised task, and then fine-tuned on
specialized datasets to achieve better generalization (Mas-
tropaolo et al., 2021). In this paper, we compare our ap-
proach with two strong transformer baselines: (1) Code-
Bert (Feng et al., 2020) and (2) GraphCodeBert (Guo et al.,
2020). Note that we use the encoder part of these methods
as the feature extractor, followed by a classifier for the
program classification task.

To make a fair comparison, we use 128 as the embedding
ize, 256 for hidden size and 64 for batch size for all base-
ines except for transformer based methods. As for the trans-
ormer based methods, we use the default architecture and hid-
en size in order to reuse their pre-trained models. In addition,
f some baselines (e.g., TBCNN, ASTNN and transformer based
ethods) are open-sourced, we employ the default settings for
ther hyper-parameters including the learning rate and optimizer
n our experiments, otherwise, we use the same configuration as
ur method. More detailed discussions on the number of model
arameters are presented in Section 6.2.
Since the OJ datasets used in the program classification task is

uite balanced: among all programming programs, each of them
orresponds to 500 programs. We can use the accuracy metric for
ifferent evaluation models on the testing dataset to make a fair
omparison. The experimental results are shown in Table 1.
Table 1 shows that the transformer based models outperform

he other DL-based methods by a clear margin. This is not sur-
rising, since these models have a large number of parameters
nd thus show powerful learning capabilities in extracting a rich
ariety of information from code data. Our observation is also
n line with Guo et al. (2020) and can be further confirmed
y rigorous statistics about the model parameters as discussed
n Section 6.2 (See Table 6 for details). In addition, as seen in
able 1, GraphCodeBert is the winner among the transformer
ased models since it provides several ways of communicating
he code structure to the transformer instead of treating source

https://github.com/ghaffarian/progex.git
https://github.com/octopus-platform/joern.git
https://github.com/tree-sitter/tree-sitter-java
https://github.com/tree-sitter/tree-sitter-c
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ode as simple sequence data as in the CodeBert. Among DL based
ethods, AST-based methods (e.g., ASTNN) perform better than

he token-based methods (e.g., TextCNN and LSTM) on almost
ll OJ datasets. This is because these token-based methods fail
o consider the structural information of source code which car-
ies additional semantics beyond the lexical terms. In addition,
lthough TBCNN and ASTNN have been designed based on ASTs,
hese approaches have a large variance in performances on the
rogram classification task. Our results show that ASTNN per-
orms better than the TBCNN, which indicates the tree-based
STM is more effective than the tree-based CNN in capturing code
emantics (Yu et al., 2019). A possible explanation of this phe-
omenon is that most real-world programs’ AST can be very large
n syntax nodes and deep in tree layers due to the complexity
f programs, which results in the failures for TBCNN to model
he long-distance context information from the raw ASTs. In an
ttempt to tackle this problem of tree-based CNN in dealing with
omplex programs, ASTNN, a recent approach to AST embedding
roposed by Zhang et al. (2019a), firstly splits a large AST into
sequence of small tree structures, and encodes these small

rees into statement vectors that are then aggregated into the
rogram-level feature.
In addition to comparing the performance difference between

ree-based CNN (i.e., TBCNN) and tree-based LSTM (i.e., ASTNN),
e also compare tree-based methods with the graph-based meth-
ds (i.e., PDG+GGNN and Augmented AST (Allamanis et al., 2017)
+ GGNN). As can be seen from Table 1, the graph-based meth-
ods perform worse than the state-of-the-art Tree-based method
ASTNN. This may be due to the following reasons: (1) for the
PDG+GGNN, it uses an average embedding vector of all tokens
in each PDG node as its initial embedding (Allamanis et al., 2017)
in GGNN (Li et al., 2015), which causes the loss of local semantic
information in the source code; (2) for the Augmented AST (Al-
lamanis et al., 2017) + GGNN, it integrates a lot of additional
edges among tree nodes to the AST, which may contain some
redundant information and noisy data, and thus leads to lower
performance. These observations are consistent with the previous
studies (Jayasundara et al., 2019; Fang et al., 2020).

In addition, the results shown in Table 1 reveal that our
approach outperforms all baseline methods, achieving a much
higher accuracy on the three OJ datasets, which is the best result
that can be achieved. This demonstrates the superiority of our ap-
proach in capturing both the structural and sequential semantic
information using the proposed representation framework.

Conclusions: The experimental results demonstrate that the
proposed approach outperforms the state-of-the-art code
representation methods on the program classification task, which
indicates its superiority in capturing more accurate and compre-
hensive semantic information from source code than the token-
based, tree-based and graph-based and existing transformer-
based methods.

5.6. RQ2: How does our approach perform in code clone detection
compared with the state-of-the-art approaches?

To validate the effectiveness and generalizability of our
method on the code clone detection task, we compare our pro-
posed method with the following eight baseline methods con-
ducted on the same datasets:

• SourcererCC (Sajnani et al., 2016) is a state-of-the-art
token-based clone detector for large inter-project reposito-
ries, which can detect multiple types of clones (e.g., from
Type-1 to Type-3 clones), albeit with a bag-of-tokens repre-

sentation. i

12
Table 2
Comparisons between our method and other methods on the clone detection
task.
Methods BigCloneBench OJClone

Precision Recall F1 Precision Recall F1

SourcererCC 0.88 0.02 0.03 0.07 0.74 0.14
Deckard 0.93 0.02 0.03 0.99 0.05 0.10
DLC 0.95 0.01 0.01 0.71 0.00 0.00
CDLH 0.92 0.74 0.82 0.47 0.73 0.57
FCCD – – – 0.97 0.95 0.96
ASTNN 0.92 0.94 0.93 0.99 0.93 0.96

CodeBert 0.947 0.934 0.941 0.999 0.961 0.979
GraphCodeBert 0.948 0.952 0.950 1.0 0.977 0.988

Our method 0.985 0.972 0.979 0.994 0.995 0.994

• Deckard (Jiang et al., 2007) is an AST-based approach, which
represents the syntactic level of source code from the aspect
of discrete AST embedding and measures code similarity
between two code fragments using Euclidean distance.
• DLC (White et al., 2016) explores the use of deep learning

techniques to address code clone detection, which uses a re-
cursive autoencoder to extract unsupervised deep features.
• CDLH (Wei and Li, 2017) leverages AST-based neural net-

work for code clone detection, which can detect a pair of
code fragments with semantic similarity but differing in
both lexical and syntactical levels.
• FCCD (Fang et al., 2020) is an approach recently proposed

for Functional Code Clone Detection, which identifies the sim-
ilar functionality of different code snippets at functionality
granularity by analyzing the call graph, and simultaneously
learns the syntactic and semantic features from ASTs and
CFGs using fusion embedding technique.
• ASTNN (Zhang et al., 2019a), similar to that described in

Section 5.5, learns the code semantics from a sequence
of smaller AST-trees, i.e., the code representation learning
using ASTNN on code clone detection task is the same as
that on the program classification. The differences between
the two tasks lie in the specific layers, aiming for achieving
different tasks.
• CodeBert (Feng et al., 2020) and GraphCodeBert (Guo et al.,

2020) are based on the use of pre-trained transformer based
models, which leverage a fully attention-based approach to
capture the contextual information of source code. More
importantly, GraphCodeBert extends the CodeBert by incor-
porating the semantic structure of source code to learn code
representation. From the output of the encoder of CodeBert
or GraphCodeBert, we get the vector representations for a
code pair, and then measure the similarity between them
to determine whether the code pair belongs to a clone.

or each baseline method, we follow the same settings as de-
cribed in Section 5.5 to make a fair comparison. Table 2 sum-
arizes the experimental results evaluated via standard metrics,
uch as precision, recall, and F-measure.
It can be seen from Table 2, our approach consistently outper-

orms the state-of-the-art baselines on the very different datasets
i.e., from C based dataset (i.e., OJClone) to Java based dataset
i.e., BigCloneBench)) in all evaluation metrics. For example, our
pproach achieves a 2.9% improvement in F-measure and a 2.0%
mprovement in Recall compared to the state-of-the-art method
raphCodeBert on the BigCloneBench dataset. More importantly,
ur approach achieves an F-measure performance of 99.4%, which
s the best that can be achieved on the OJClone dataset. This
llustrates that our approach is proven to be very effective in
xtracting high-level representations from the raw source code

n the code clone detection task.
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Table 2 shows that the deep learning based methods (e.g.,
raphCodeBert, DLC, CDLH, FCCD and ASTNN) outperform tradi-
ional ones (e.g., SourcererCC and Deckard) by a clear margin. We
rgue that this is due to the fact that traditional approaches utilize
iscrete representations (e.g., token-based method SourcererCC
nd AST-based method Deckard) to extract low-level grammat-
cal (i.e., syntactic) information from source code, not capturing
igh-level syntactic and semantic information; the lack of deep
nderstanding of programs makes it difficult to find all code
lone pairs, or easy to report many false positives, and thus
roduces fairly low recall or low precision. In contrast, as we can
ee deep learning based methods demonstrate a much powerful
erformance compared to traditional work.
Among deep learning based methods, DLC performs much

orse than the other five deep learning based methods. This
s because DLC is an unsupervised learning approach based on
ecursive autoencoder networks to learn program representa-
ions, which cannot directly optimize the training process of
he desired task (i.e., clone detection task) and thus unable to
mprove the performance of detection models. Apart from un-
upervised detection methods (e.g., DLC), we notice that the
erformance difference between supervised methods (e.g., CDLH,
CCD and ASTNN) is considerable. In these techniques, the detec-
ion process usually has two steps: (1) feature extraction, where
epresentative (i.e., lexical, syntactic or semantic) features are
xtracted to capture the essential characteristics of the program
nder analysis; and (2) categorization, where intelligent tech-
iques (e.g., mapping function) are used to automatically group
pair of programs into different classes (i.e., clone pairs or none-
lone pairs) based on computational distances of their feature
epresentations. Obviously, a key to achieving high performance
f clone detection is feature representation methods designed
or capturing deep code semantics in Step 1. For example, the
ethod CDLH (Wei and Li, 2017) proposed to leverage Tree-based
STM to learn both the lexical and syntactical aspects of source
ode. Although this method shows promising results on the code
lone detection task (e.g., CDLH achieves an F-measure of 82%
n BigCloneBench), it still faces serious limitations, such as the
ack of capability to capture the program’s semantic information
i.e., control and data dependencies between statements) and no
upport for learning long-distance correlations in a much bigger
ree due to the vanishing gradient problem in Tree-based LSTM.
o alleviate these issues, FCCD focuses on better characteriz-
ng both the semantic and syntactic features of programs by
ombining structural embedding based on CFG and the syntac-
ic embedding based on AST, while ASTNN strives to efficiently
earn lexical and syntactical knowledge between statements by
eparating the large AST of the program into several small sub-
rees. These improvements of FCCD and ASTNN to CDLH are
he main reasons that the performance increases significantly.
pecifically, compared to the DLC, FCCD and ASTNN improve the
lone detection performance in terms of F-measure by nearly
8.4% for the OJClone dataset.
We also notice that there are only slight differences between

he results obtained by FCCD and ASTNN, even if the code se-
antics are considered in FCCD. This could be due to the fact that
CCD adopts a simple strategy to concatenate the learned seman-
ic and syntactic feature vectors of one program into one feature
ector. This concatenating strategy is so simple to force some
nformation loss, e.g., it breaks up the connection between the
yntax of a single statement and the associated semantic mean-
ng, and it is not suitable to concatenate different feature vectors
earned by different methods together in a single vector space.
owever, the proposed network in this paper first learns the low-
evel syntactic information from the local context (i.e., sub-tree)

or each statement and then combines dependencies between

13
statements to learn the high-level semantic information from
the global context. The experimental results also show the su-
periority of the proposed network on benchmark datasets. More
concretely, on the OJClone dataset, our method improves the
performance by about 3% in F-measure compared to FCCD.

Compare to the above DL-based methods, the transformer
based models generally exhibit an overall better performance on
the code detection task. This is because they can capture global
or long distance relationships in a sequence via the multi-layer,
multi-head attention mechanism. However, this technique has its
drawback: running transformer based models is computationally
expensive since they contain a large number of trained param-
eters. More detailed discussions on the model’s parameters are
presented in Section 6.2.

Conclusions: The deep representation learned from the pro-
gram provides useful semantic information for the code clone de-
tection task. The experimental results also demonstrate that our
proposed method can further capture the complicated semantic
correlations between and within statements and achieve a sig-
nificant performance boost on code clone detection benchmarks
(i.e., BigCloneBench and OJClone).

5.7. RQ3: What’s the effectiveness of the proposed semantic graph
and Graph-LSTM in our method?

In the previous sections (Sections 5.5 and 5.6), we have
demonstrated the effectiveness of our approach on two common
program comprehension tasks (i.e., program classification and
code clone detection). To better understand where the perfor-
mance improvements of our proposed approach come from, in
this section, we conduct further experiments to analyze the
effectiveness of the main component (i.e., the semantic graph and
Graph-LSTM) in our proposed model.

For this purpose, we evaluate the following three types of
variants of our approach on the program classification task using
the combined OJ dataset (i.e., OJ-All).

• (PDG or Augmented AST)+(GCN, GAT or GGNN): To verify
the effectiveness of the proposed method, we replace se-
mantic graph and Graph-LSTM in our method with other
semantic-based representation (i.e., PDG or augmented AST)
and the commonly used graph neural network (i.e., GCN Kipf
and Welling, 2016, GAT Veličković et al., 2017 or GGNN Li
et al., 2015) respectively, and then compare their perfor-
mance difference on the program classification task.
• Semantic graph+(GCN, GAT or GGNN): To verify the effec-

tiveness of our proposed Graph-LSTM, We replace it in our
method with other graph neural networks (i.e., GCN, GAT
and GGNN) and then conduct comparison experiments to
confirm the usefulness of Graph-LSTM in extracting both
global semantic and sequential features.
• (PDG or Augmented AST)+Graph-LSTM: To verify the ef-

fectiveness of our proposed semantic graph, we replace it in
our method with the most commonly used semantic-based
code representation (i.e., PDG) or other recently proposed
code representation (i.e., Augmented AST), and then con-
duct comparison experiments to confirm the usefulness of
semantic graph in integrating the syntactic and semantic
information. Note that when Graph-LSTM is applied to PDG
or Augmented AST, breaking cycles and topological-sort for
these graphs need to be performed beforehand.

The evaluation is done under the same dataset (i.e., OJ-All)
and experimental settings. Concretely, we train all GNNs and our
model for 100 epochs with a learning rate of 0.001 and a batch
size of 64. The embedding size is set to 128 and the hidden
dimensions in each layer for all neural networks are set to 256 to
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Table 3
Test accuracy between our method and two groups of variants on the OJ-All
datasets.
Groups Model Accuracy

(PDG or Augmented AST)
+

(GCN, GAT or GGNN)

PDG + GCN 0.782
PDG + GAT 0.864
PDG + GGNN 0.885
Augmented AST + GCN 0.849
Augmented AST + GAT 0.870
Augmented AST + GGNN 0.919

Semantic graph + GNN
Semantic graph + GCN 0.928
Semantic graph + GAT 0.936
Semantic graph + GGNN 0.941

PDG or Augmented AST
+ Graph-LSTM

PDG + Graph-LSTM 0.932
Augmented AST + Graph-LSTM 0.952

Our method Semantic graph +Graph-LSTM 0.966

make a fair comparison. In addition, to optimize the performance
of GNNs, we vary the number of layers in {3, 6, 9, 12} for GCN,
GAT and GGNN, and set the number of time steps for GGNN
among {3, 6, 9, 12}. The best experimental results for each variant
and our method are given in Table 3, where the bold values
indicate those with the highest accuracy.

As can be seen from Table 3, the best performance with an
ccuracy of 96.6% is acquired when two components (semantic
raph and Graph-LSTM) are included. That means our method
ombining semantic graph and Graph-LSTM is advantageous over
he variants using only one. The satisfactory result demonstrates
hat the proposed method can be successfully employed for rep-
esenting deep semantic features of programs, which is crucial for
he good performance of many downstream software engineering
asks (e.g., program classification). In addition, the experiments
ncovered the effectiveness of the individual components. Con-
retely, compared to the other representations (i.e., PDG and
ugmented AST), the proposed semantic graph improves the
ccuracy of GNNs (e.g., GCN, GAT or GGNN) on the program
lassification task by a clear margin. This illustrates the semantic
raph is capable of preserving both the syntax and semantic
tructures of a program and thus is more suitable as input for the
NNs to capture the structural semantic information. Similarly,
he proposed Graph-LSTM is much more superior than other
NNs. For example, compared to GCN, GAT and GGNN, Graph-
STM offers an average improvement of 8.8% and 7.2% on the PDG
nd augmented AST respectively, which shows that the sequential
nformation of the source code is of great help to obtain better
epresentations besides the structural information.

Overall, our proposed Graph-LSTM performs better than GNN-
ased baselines when given the same input representation of
rograms (e.g., PDG, Augmented AST or semantic graph), and our
roposed semantic graph allows a model (e.g., GCN, GAT, GGNN
r Graph-LSTM) to learn a deeper understanding of code seman-
ics more effectively than other code representations (e.g., PDG
r Augmented AST). To provide some intuition on how the se-
antic graph and Graph-LSTM contribute to different degrees of
erformance improvement, we present the test accuracy curves
or different types of variants in 100 epochs (One epoch is an
teration over the OJ dataset) as shown in Fig. 9, where X-axis
is for epoch iteration and y-axis is for accuracy computed on the
test dataset.

As can be seen from Fig. 9, our proposed model can be trained
faster and more effectively as expected, showing that it indeed
has the ability to capture deep semantic and sequential infor-
mation in programs and can abstract high-level features spon-
taneously, thus benefiting downstream tasks. Another important
finding is that the variants of our proposed method with the
14
Table 4
Running time comparisons between our method and other baselines on the clone
detection task using OJClone dataset.
Methods Training time Prediction time

SourcererCC – 30 s
Deckard – 32 s
DLC 120 s 67 s
CDLH 8307 s 82 s
FCCD 8043 s 63 s
ASTNN 9902 s 72 s
CodeBert 10807 64 s
GraphCodeBert 18389 s 165 s

Our method 7420 s 89 s

semantic graph or Graph-LSTM significantly perform better than
the variants without it, which highlight the importance of (1) a
high-level representation of source code that is suitable for deep
learning, (2) a robust neural network that is capable of effectively
capturing both the structural and sequential information. Fur-
thermore, we note that the proposed model with both semantic
graph and Graph-LSTM has higher performance than the variant
using only one. This is consistent with our previous experimental
observation in Table 3.

Conclusions: We evaluate the effectiveness of the individual
components proposed in this paper by analyzing the performance
of possible combinations of them. Our experimental results show
the proposed semantic graph and Graph-LSTM are greatly benefi-
cial for learning more accurate code representation and bringing
substantially faster convergence.

5.8. RQ4: How efficient is our approach during the training and
testing phase?

In this section, we compare the time performance between our
proposed method and the baselines in the clone detection task.
We run each method to detect code clones on the OJClone dataset
with the optimal parameters. Also we perform our experiment
multiple (e.g., five) times and report the average over the multiple
runs.

Table 4 reports the training and predicting time of each
method. We can see that, on the OJClone dataset, our approach
takes about 7420 s for training model. For prediction, our ap-
proach takes 89 s for all testing samples. That is, 0.247 s and
0.009 s for each sample in the training and testing dataset,
respectively. Compared with state-of-the-art approaches except
for DLC, the proposed method offers a better efficiency in training
detection model.

Also note SourcererCC and Deckard do not require training
the model and perform clone detection on the source code of
the project directly. Therefore, they do not have corresponding
training time, which are padded with ‘‘–’’ in Table 4. Additionally,
we found that the supervised deep learning methods (e.g., CDLH,
FCCD, ASTNN) take more actual training time to yield satisfactory
results than the unsupervised detection method DLC. This is
because for these methods, a deep encoder of the full AST of the
program is generally developed to generate a fixed-length vector
that represents the syntactic information of the program. How-
ever, due to the large shapes and sizes of the ASTs, the encoder
process needs a lot of time to recursively traverse the parse trees
to perform vector computations for children’s and parent’s nodes,
which takes up the most part of total training time overhead. The
unsupervised detection method (i.e., DLC) adopts a simple net-
work to learn feature representation of programs automatically
from source code, which consumes much less time (Fang et al.,
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Fig. 9. Comparison of Accuracy for our variants using their best configurations. Semantic graph+Graph-LSTM achieves the best performance, i.e., the highest test
ccuracy, compared to the other variants.
020). Unsurprisingly, the transformer based models (e.g., Code-
ert and GraphCodeBert) take the longest time to train since they
se much more complex architectures and often consist of over
00 million parameters. Moreover, in order to leverage the graph
tructure of code to learn code representation, GraphCodeBert
ntroduces a complex graph-guided masked attention to encode
he dependency relation between variables and thus requires
onger time to train in contrast to BERT. In addition, there are
o noticeable differences in the prediction time for most exist-
ng DL-based methods. Furthermore, the prediction time could
e amortized for all testing samples. Therefore, a few seconds
arying for the entire testing dataset is almost negligible.
Conclusions: From the results, we observe that the proposed

approach achieves promising and competitive training efficiency
when compared with the state-of-the-art methods. The main
reason is that our method does not perform time-consuming
learning on full ASTs. However, even so, the proposed method
outperforms the state-of-the-arts by a large margin as shown in
Section 5.6.

6. Discussion

In this section, we first discuss the different behaviors and
the major benefits of our proposed approach over the baseline
methods. Then we understand the embeddings computed by the
proposed method through visualization. Finally, we discuss the
potential threats to the validity of our study at this point.
15
6.1. Investigating whether breaking cycles forces some semantic in-
formation loss during learning

As we stated in Section 3.2, the sequential information of
statements being processed is important to deep semantic under-
standing of the source code. In determining the topological order
of statement processing, breaking cycle process is inevitable. To
this end, we propose a way of removing cycles in the constructed
program graph via the DFS-based method. Although we have
given experimental evidence that our proposed model learned
over the acyclic semantic graph in topological order can give
better results than existing state-of-the-art graph-based methods,
more investigations are needed to understand whether or not
removing cycles from the constructed program graph forces some
semantic information loss during learning. To achieve this, we
conduct the following experiments using the combined OJ dataset
(i.e., OJ-All).

First, we parse each program to construct an integrated pro-
gram graph. Second, we remove the cycles in the integrated
program graph to generate the corresponding semantic graph.
Third, we apply the GNNs on the integrated program graph and
semantic graph, separately to compute the graph embedding, and
obtain a feature vector for each program, thus fulfilling the pro-
gram classification task. The most commonly used graph neural
networks GCN, GAT and GGNN are the chosen techniques for our
study. The experimental results are shown in Table 5.

As seen from the results, there is no significant difference
between the two groups of performances when applying GNNs
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Table 5
Test accuracy when applying GNNs to the integrated program graph or semantic
graph on the program classification task using the combined OJ dataset (i.e.,
OJ-All).
Model Integrated program graph Semantic graph

GCN 0.931 0.928
GAT 0.935 0.936
GGNN 0.927 0.941

Table 6
Comparison of model capacity for the program classification task.
Model Layers Parameters

TextCNN 2 0.39M
Bi-LSTM 2 2.79M

TBCNN 2 2.42M
ASTNN – 2.13M

PDG+GGNN 3 2.94M
Augmented AST+GGNN 6 4.32M

CodeBert 12 124.72M
GraphCodeBert 12 125.31M

Our method – 1.92M

to the integrated program graph or semantic graph. This is most
likely due to the fact that many dependence edges among sub-
trees in the integrated program graph may be redundant or not
be highly correlated with class labels, therefore removing them
has less impact on the model performance.

6.2. Comparison of the model capacity between different methods

Previous research work has documented that model capacity
s a potential threat to any comparison between different types
f models (Guo et al., 2020). Therefore, to get a fair comparison,
he selected baselines should span a similar parameter count
ange with the proposed model. However, evaluating the perfor-
ance of these models with such experimental settings might
everely underestimate their true ability because the impressive
ffectiveness of most state-of-the-art models (e.g., CodeBert and
raphCodeBert) can be partially attributed to their large number
f parameters (Soldaini and Moschitti, 2020). To avoid underesti-
ating the performance of baselines, we use the experimental
etting as we detailed in Sections 5.5 and 5.6 to conduct the
xperiments in this study. As can be seen in Tables 1 and 2, our
roposed method outperforms the baselines and get satisfactory
mprovement on two program understanding tasks. The high
erformance of our method may be due to the fact that it can
apture the information related to not only syntax and depen-
ency relations, but also the sequential semantics of statements
eing processed. However, we still have no insight on whether
r not the relatively higher performance of our method is due to
he fact that it has more trainable parameters than the state-of-
he-art methods. Therefore, in this section, we seek to answer the
ollowing question: Is the proposed model benefiting from more
arameters than other baselines. To investigate this, we give the
tatistics on the amount of parameters that have to be estimated
or all baselines and our method as shown in Table 6.

As can be seen from the table, most baselines except for
extCNN have more trainable parameters than our method. This
ndicates that the improvement in performance might not only
we to a greater number of parameters but also benefit from
uitable architectures of neural networks. Thus, it is fair to say
hat our method offers the competitive performance but uses less
arameters compared to many larger DL-based models. In addi-
ion, some researchers have pointed out that training models with
ne hundred million (M) parameters is not feasible and practical
16
Table 7
Performance comparisons between our method and other methods on the
vulnerability detection task.
Method Accuracy Precision Recall F1

Flawfinder 0.698 0.228 0.296 0.257
RATS 0.672 0.128 0.147 0.137
Checkmarx 0.729 0.309 0.432 0.361
VUDDY 0.712 0.980 0.099 0.164
VulDeePecker 0.922 0.582 0.876 0.666
SySeVR 0.954 0.921 0.927 0.924
Devign 0.960 0.930 0.928 0.929

Our method 0.972 0.952 0.947 0.950

for most users (Bhargava, 2020). Therefore, it is of interest to
study models that not only achieve satisfactory performance but
also rely on simpler model architecture.

6.3. Investigating whether the proposed model is effective on a more
difficult task

As described in previous sections, our evaluation on two
widely used benchmark datasets (OJ-Data and BigCloneBench)
shows the effectiveness of our method in achieving state-of-
the-art performance in both program classification and clone
detection tasks. However, the majority of the instances in both
datasets are of shorter length and thus may be easier to un-
derstand by code representation models. In this section, we
would like to investigate whether our approach can be effectively
applied to a more difficult task. To this end, we choose the
vulnerability detection task with a public dataset released by Li
et al. (2021b) to further evaluate the generalization ability of our
model. The overall procedure for applying our approach to vul-
nerability detection can be simply summarized in the following
three steps. First, we preprocess program representations into
semantic graphs. Second, we learn vulnerability features directly
from the constructed semantic graph by means of the proposed
Graph-LSTM. Third, we train a one-layer fully-connected feed-
forward neural network to predict the vulnerability-proneness of
code. More details of the above steps can be seen in the supple-
mental materials.8 We choose several state-of-the-art baselines
for comparison and use the default parameters in the literature by
the authors for their assessment experiments. The experimental
results on four evaluation metrics (i.e., Accuracy, Precision, Recall,
F-measure) are shown in Table 7, where the best result is shown
in bold face.

From the results, we can make the following key obser-
vations. (1) The open-source rule-based vulnerability detection
tools (e.g., Flawfinder Wheeler, 2006, RATS Fortify, 2014 and
Checkmark SecureSoftware, 2018) perform worse on average
(i.e., lower recall and precision) than the DL-based baselines,
which can be attributed to the limited expressiveness of human-
written rules and thus fail to deal with complex or novel vulner-
able cases; (2) The DL-based methods (e.g., VulDeePecker Li et al.,
2016 and SySeVR Li et al., 2021b) shows significant performance
improvement over the previous rule-based methods, which may
be due to the powerful capability of deep learning on auto-
matic feature characterization (Li et al., 2021a); (3) Among these
baselines, Devign performs the best in all four metrics, which
demonstrates the effectiveness of graph neural networks for bet-
ter encoding code structural semantics than the regular recurrent
neural networks on the task of vulnerability detection (Zhou et al.,
2019); (4) Our method achieves a state-of-the-art performance
with the overall F1 score of 0.95, which indicates our proposed
semantic graph and Graph-LSTM are effective to characterize
vulnerabilities with high diversity and complexity in real-world
source code by learning comprehensive program semantics.

8 https://1drv.ms/b/s!As5Z1c5DW_I-nEp0FL8xwa2_CXiU.

https://1drv.ms/b/s!As5Z1c5DW_I-nEp0FL8xwa2_CXiU
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Fig. 10. A 2D visualization of code embeddings of testing programs produced by
our method on the program classification task using t-SNE. The legend presents
the functional categories of projected programs.

6.4. Understanding the embeddings

We visualize the embeddings of testing programs produced by
our method to understand why the proposed model is effective
to make accurate predictions. In particular, we choose the first
15 class labels, each of which corresponds to a programming
problem and consists of around 100 source programs from the
testing dataset of OJ benchmark. Next, we compute the embed-
dings of these programs using the proposed network trained on
the corresponding training dataset. Then, we project the high-
dimensional embeddings onto 2- and 3-dimensional spaces using
t-SNE (Van Der Maaten, 2014). Finally, we plot the 2- and 3-D
projected points in Figs. 10 and 11 respectively, where source
programs with the same functionality (i.e., aiming to solve the
same programming problem) are presented in the same color. We
can find out that (1) for programs with the same functionality,
their embeddings are close to each other; and (2) for programs
with different functionalities, their embeddings are far from each
other, i.e., the boundaries between programming problems are
clear. Therefore, this visualization illustrates that our proposed
framework learns a robust code representation network that can
generate low-dimensional representations of previously unseen
programs and preserve the semantic information of the target
functionalities in their embeddings.

6.5. Threats to validity

6.5.1. Threats to internal validity
Threats to internal validity are related to our implementa-

tion or experimental bias. To help avoid experimental bias in
this regard, many performance metrics were provided, including
accuracy, precision, recall and F-measure. In addition, to ensure
that our implementations of baseline models reflect the origi-
nal performance, we tested our implementation using the same
dataset and evaluation metrics. We report the results of our
experiments with these implementations if they produce almost
similar or consistent results, otherwise we choose to adopt previ-
ously published baseline results compared to ours. Also, to avoid
17
Fig. 11. A 3D visualization of code embeddings of testing programs produced by
our method on the program classification task using t-SNE. The legend presents
the functional categories of projected programs.

implementation bias of our method, we have double checked our
implementation and experiments to reduce this risk to the extent
possible.

6.5.2. Threats to external validity
External threats are related to the generalizability of our

findings. Firstly, to expediently evaluate the results, we em-
ploy two widely-used tasks, i.e., program classification and code
clone detection tasks, to demonstrate the effectiveness of the
proposed approach compared to the state-of-the-art methods,
such as ASTNN and GraphCodeBert. However, we still have no
insight on whether the proposed method is valid targeting other
software engineering tasks, e.g., code summarization, code com-
pletion, code search, code generation and bug detection. Sec-
ondly, in terms of datasets, we evaluate our model on OJ and
BigCloneBench datasets, which consist of C++ and Java programs
respectively. Thus, we have no insight on whether the proposed
method performs well on other programming languages as well
(e.g., C#).

7. Related work

7.1. Source code representation

Source code representation is critical for machine to auto-
matically understand the program. Therefore, developing efficient
and effective code representation models to capture the deep
semantics of source code is an important line of research in soft-
ware engineering. This section highlights previous studies into
lexical-based, syntactic-based and semantic-based source code
representation methods.

7.1.1. Lexical-based source code representation
In the lexical-based representation, a program is transformed

into a sequence of ‘‘tokens’’ via performing lexical analysis, and

then the sequence is fed into the code representation model
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o get the corresponding feature vector. Traditional Information
etrieval (IR) and Machine learning (ML) based methods have
een actively adopted to the lexical-based code representation
nd have shown good performance in some downstream tasks
e.g., code clone detection). For example, SourcererCC (Sajnani
t al., 2016) exploited an optimized inverted-index for ordering
oken blocks, to quickly scan for duplicated token subsequences
hat indicate potential code clones with a given code block. Alla-
anis and Sutton (2013) built an n-gram probabilistic language
odel of source code from a software corpus with more than
ne billion tokens. Raychev et al. (2014) employed the language
odel (e.g., n-gram or RNN) to learn patterns of API method calls

rom a large number of historical code snippets and use them
o synthesize code completions for the holes. Although n-grams
ave proven promising for various program analysis tasks, their
ffectiveness has been limited due to simply learning models
nd algorithms that may not have enough capability to learn
epresentations that express some latent syntactic information
nd semantic feature in a training corpus (Morin and Bengio,
005; White et al., 2015).
Recently, some studies try making full use of information

mbedded in token sequences by deep learning approaches. More
oncretely, Bhoopchand et al. (2016) proposed a neural lan-
uage model with a sparse pointer network to capture long
ependencies that exist in the token sequences, which was used
uccessfully in code suggestion. Allamanis et al. (2016) employed
n attention-based convolutional neural network for source code
ummarization, where the attention mechanism is used to ex-
ract time-invariant and long-range topical features of token
equences. Hu et al. (2018b) improved code summarization by
dding an additional API sequences encoder to leverage the
earned API knowledge from the related task. For code search,
u et al. (2018) proposed a novel deep learning network called
ODEnn to jointly embed code fragments and natural language
ueries into the same high-dimensional vector space. Addition-
lly, Li et al. (2021b, 2018, 2021a) proposed a new code repre-
entation framework for vulnerability detection that represents
ode snippets consisting of a sequence of tokens as vectors which
ccommodate syntactic and semantic information pertinent to
ulnerabilities.
Due to the good results of transformer based models in various

LP tasks, Feng et al. (2020), developed the first large NL-PL pre-
rained Bert model (named CodeBert) for multiple programming
anguages, and conducts extensive experiments on the tasks of
ode search and code-to-text generation, showing impressive
mprovements over the prior DL-based methods. Similar to the
bove study, Mastropaolo et al. (2021) empirically investigated
hether the famous Text-To-Text Transfer Transformer (T5) ar-
hitecture can yield better performance for Text-To-Text software
ngineering tasks than previous methods when pre-trained and
ine-tuned. Although the transformer based models can achieve
atisfactory performance, they suffer from the high cost of train-
ng due to the large number of parameters in their model archi-
ecture, and thus may not be feasible for most users (Bhargava,
020). However, the proposed model has comparable perfor-
ance but with far fewer parameters and a simpler architecture

han transformer based methods.

.1.2. Syntax-based source code representation
Besides the lexical information, syntax-structured information

as attracted increasing interest in the field of source code rep-
esentation. For example, Deckard (Jiang et al., 2007) leveraged
iscrete numerical vectors to characterize the syntactic features
f the program’s ASTs, and presented an efficient algorithm to
luster these vectors to find potential code clones. Due to the lim-
tation of the discrete feature representation, the method Deckard
18
can capture little semantic correlation between AST’s nodes. To
address this, deep learning techniques are increasingly being used
to learn code embeddings, continuous distributed vectors for
representing the ASTs of programs. The representative works here
are Mou’s TBCNN (Mou et al., 2016) and Wei’s Tree-LSTM (Wei
and Li, 2017) where the former leverages a novel tree-based CNN
while the latter uses the improved LSTM to capture programs’
abstract syntax information. To address the vanishing gradient
problem of Tree-LSTM, Zhang et al. (2019a) proposed a novel
neural source code representation model ASTNN, which splits
each large AST into a sequence of smaller sub-trees, and then
learns syntactic knowledge from each sub-tree separately. The
above syntax-based models and these variations have been suc-
cessfully applied in many real-world applications, such as code
clone detection (Wei and Li, 2017; Zhang et al., 2019a; Yu et al.,
2019), code completion (Liu et al., 2016b; Li et al., 2017), code
generation (Rabinovich et al., 2017; Parisotto et al., 2016), code
summarization (Hu et al., 2018a; Alon et al., 2018; Wan et al.,
2018) and software defect prediction (Dam et al., 2018).

7.1.3. Semantic-based source code representation
Despite the compelling success achieved by these models

based on lexical or syntactic representation of source code, they
still suffer from problems, such as paying little attention to deep
semantic information of source code. Therefore, more and more
research focus has been directed towards designing new models
or algorithms aiming to capture more real and complex semantics
between program elements. Zhao and Huang (2018) proposed a
novel network named DeepSim to encode data- and control-flow
into a semantic matrix for detecting functionally similar code.
Fang et al. (2020) proposed a novel joint code representation
model that can simultaneously learn syntactic and semantic fea-
tures of source code by applying fusion embedding techniques.
Ben-Nun et al. (2018) defined a new kind of code representation
(i.e., contextual flow) based on both code control flow and data
flow to represent the dynamic behavior of a program, and then
proposed an unsupervised approach inst2vec to learn the repre-
sentation for each statement. Allamanis et al. (2017) proposed to
convert ASTs to graphs by adding extra edges among tree nodes
to represent a variety of code dependencies, and then leveraged
GGNNs to capture code semantics in the constructed graph.
Tufano et al. (2018) leveraged neural networks to automatically
learn code similarities from four different code representations of
source code (such as identifiers, AST, CFG and bytecodes) for the
code clone detection task. The final similarity between a pair of
code fragments is defined as the weighted average of these four
similarities. Although in Tufano et al. (2018), extracting features
from a variety of source code representations could prove useful
for code clone detection, the simplest fusion strategy to combine
the learned features at the program level may cause information
loss of the correspondence between different types of abstraction
representation at the statement level and result in failure to
fully and precisely understand program semantics. Different from
the study by Tufano et al. (2018), we make the learned local
features of statements well aligned with the corresponding global
structural and sequential features, since the latter is calculated
based on the extracted features of the former. Recently, Guo
et al. (2020) developed a new transformer based model named
GraphCodeBert to learn the structural information of source code,
which is a pre-trained model and gets satisfactory improvement
on many SE tasks. However, like any transformer based model
(e.g., CodeBert), it has a clear limitation in that it has a large
number of parameters and increases the computational cost of
training. In addition, a handful of recent studies (Li et al., 2019;
Zhou et al., 2019; Wang et al., 2020b) designed new graph-based
code representation specializing towards vulnerability (or bug)
detection to capture the deep semantics of source code.
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For semantic-based code representation, most previous work
irst represents programs as graphs, which enable code semantics
odeling for the downstream tasks using graph neural networks.
lthough these methods have achieved promising results, they
till have challenges, e.g., relying heavily upon the capability
f graph neural network techniques and thus resulting in the
oss of some useful sequential semantic information. Unlike pre-
ious studies, we propose a novel code representation frame-
ork to capture both low-level syntactic and high-level semantic
nowledge as well as the sequential naturalness of statements.

.2. Deep learning in software engineering

Recently, deep learning has attracted a great deal of atten-
ion in software engineering. Apart from its clear application in
rogram comprehension, this technique can be useful in other
esearch directions, e.g., duplicate bug report detection (Desh-
ukh et al., 2017), bug localization (Lam et al., 2017; Huo et al.,
016; Huo and Li, 2017), API usage sequences generation (Gu
t al., 2016), and commit message generation (Jiang et al., 2017).
he aforesaid related work mainly us es deep learning-based
eural network techniques to help understand software-related
atural language texts for various development and maintenance
ctivities in software engineering, while we focus on the deep
emantic representation of source code.

. Conclusion and future work

In this paper, we highlight the issues and challenges asso-
iated with current methods of capturing both the low-level
yntactic and high-level semantics of source code. To meet the
hallenge, in this paper, we first propose a novel code repre-
entation (i.e., semantic graph) to represent both the syntactic
nformation and dependency relations of statements and then
xtend the Tree-LSTM model named Graph-LSTM to learn state-
ent representations over the constructed semantic graph of
ource code. Next, considering that the sequential semantics is
lso critical for code understanding, we design a novel way to
ncorporate sequential information of source code into the code
epresentation learning process. Finally, we conduct extensive
erformance evaluations to demonstrate the effectiveness of the
roposed approach compared to previous work, and discuss it
ore in-depth about model size.
Our future work involves: (1) applying the proposed approach

o other programming languages (e.g., C#); (2) applying the pro-
osed approach to other program comprehension tasks (e.g., code
ummarization and code completion); (3) expanding the cur-
ent dataset by mining large open source software repositories
e.g., github).
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